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L1 — RARMSEZ2IREE

MA4hRZs: 1.0 ERAWA: sgClaw (L #ERE—F & Al Agent [KKEE) el BHB: 2026-03-03

1. £REMWHEFH
1 SO

TR sgClaw R REHIZ S AN BFIRET FEAMN (New) 5EBAM (Existing), UEITLEE
SEE

superrpa-chromium.sh (wrapper, BmiAO)
- watchdog (background) [Existing, AZ]
| - node local service [Existing, AL
I A& murTe APT (BKA 9527)
L x4 LEf& / TEHEN

L- chrome (main process, foreground) [Existing, KQ]

|— SgClawProcessHost [New, Singleton in

Browser Process]

— STDIO Pipe (stdin/stdout) ————— sgclaw (Rust child

| - Agent Runtime
ZeroClaw ReAct Loop
| | | - think - act
— Observe - repeat
| | |
| | - LM Provider

Claude / GPT / Zifii&#y
| | | I— streaming

|
|
process)
|
|

SR
| | | L token FAE#%

| | |— BrowserPipeTool
—— BHEX Tool trait 3RIE
| | | L 4& Agent
action FIMLA pipe command
| | |
| | I— SkillLoader
mEe os B EERIA

it

| - sEEa
o SOFERITIRE
| |
| |

|
|
|
I— MAC Policy
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— 1§ / Action HEE
@ﬁﬂﬁ%!ﬁﬂﬂﬂgﬁgﬁ
| |
| |
W RE TG
Breakerl (fg&ﬁg’%)
| |
| |
SQLite + Vector [MIETFE
| |
| |

rmcp (Rust MCP SDK)

Server FREXNTLE
|
|
|
|
|

m]]_

/

PipelListener (async read loop)
L f#47 JsoN Line , 7&EF mac K

]
|
I_

MAC Whitelist Check

2026-03-03

| L- rules.json

- critic
| L. Circuit

|— Memory

| EEEET
| L KEMERMIR

L- MCP Client

L ERIMER McP

C++]

- &R action BRAEHE pipe IFIIF
L

K5 expected domain RAILEZHAFIT

| |
|
|
| — CommandRouter
actions, A%)

|— CdpCommandExecutor — DIEIIRME

| - ZombiePageManager - EERIEM
| L SessionManager — RIFRSH

|— CdpBridgeManager

SDK, AE]

| L- i@ JS - CDP binding — CommandRouter

|— ZombiePageManager

L]
| BZ 5 N zombie page , BoEIIY
|— SessionManager
R
| lL- login - active - expired — re-login
L- RpaGlobalStorage
L]

L key-value 77, HALEHEE

1.2 BB

[New, ~100 lines

[Existing, 40+

p= |
ot
o
w0

[Existing,

>

[Existing, E& lﬁ/ﬂ’u

[Existing, SIERESHL,

[Existing, FET1TEfE,
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MBFEEMBIAE, sgClaw BERMAIEH AL MROAHRRZE:

I 1 STDIO Pipe | 1
| | > |
|
| SuperRPA Browser | JSON Line Protocol | sgClaw (Rust)
|
| (C++ Chromium) | BiEig, HIEFAB | EF zZeroClaw |
| | |
|
| + CommandRouter | | < Agent Runtime
|
| . CderidgeManager| | e BrowserPipeTool |
| e ZombiePageMgr | | e SkillLoader |
| * SessionManager | | ¢ Memory
|
| + SgClawProcessHost| | ¢ MAC Policy
|
| (New) | | e Critic
|
| | | |
I I I
L |
| TIEEZR ApT A | | hOEREREE
| AFXRE | ]
v vV Vv
[ ] [ ]
| | | |
|  RBF FEiaX%Ess | | 1IM Cloud / Local |
| | | I— Claude APIT |
| + side Panel UI | | | GpT API |
| - BE/EIERE | | L AMHER (Ollama %) |
| - ESHAE | | |
| . #4FEF | | |
|
|

Skill Repository |
- REREE (oa =HitH) |
 AFBEXEEE |
L Z£8KRKE + RAEIE |

2. BANERLRTRICSR
2.1 BJFRMEZSERY: ZeroClaw

TEMRE sgClaw BY Agent Runtime JEEEERT, EIPAXT Rust £ZHE R Agent IBZRH#H 1T T Rt . THLEER
1 #XERRE. NFESA. THAM (BSEIFEENESERIEFR) « UKRSETSTDIO Pipe RHMHRSA
(S
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Runtime

Browser Layer

2026-03-03

Framework Language Stars Embeddability &
Memory Replaceable
High (trait- JEERFEX, trait
ZeroClaw Rust 17K ~5 MB Best
driven) HRTE
R Rust 6ok Minimal Best (cargo Full cust Z8218 Agent
i us . inima ull custom
J add) loop EBE
AERS, BN
Moltis Rust ~40MB  Medium ViaMcPonly om0
=&

@] F Rust N 40 MB L (API only) Difficult API Server 3¢
enFan us ew  ~ ow on ifficu .
penrang d 1, TBEHA

Low (Fork HEXAREEK, &
MicroClaw Rust 152 Via MCP onl
needed) Y fork £63P

REE: ZeroClaw

ZIOIER:

1. trait-driven 28#9: ZeroClaw ¥ Tool. Provider. Memory. Security £2BE XA trait, AFFKIIAE
BHBIARTN S 2RI EIE (30 Playwright/Puppeteer) , FAIRERHE
Agent Runtime. Provider #i&. Memory RFHEM L LIER,

EXHY

2. REIMS: ~5 MB BIEfTIYAREL A, 78 GB RNEMEA/LF I U2t 8Lk
Moltis/OpenFang B9 ~40 MB, EREE,

3. ReAct Loop Fi®: ZeroClaw NE think — act — observe &I, %#F streaming. multi-turn. tool-
use, THEMEEE,

4. MCP 78 FHE: WE rmep client, FIEEEREZINE MCP Server BT A%,

2.2 BIEWGEERY: STDIO Pipe

sgClaw (Rust) 5 SuperRPA Browser (C++) Z[8]8Y IPC iBEREMNEMR X EIRR, HIRTEET b IPC Al

i
Linux % Windows X 2R .
AR " " Rzt = #ER
= A m] 3 Y ~
STDIO Pipe fd inherit HAN[?LE ?E& (HIEFLE, TTEIMERE = 0.1
inherit %) ms
Unix Domain Jtmpjsock  FfE 7 (SCHATRIES)) = 02
Socket ms
. . - ~0.2
Named Pipe RZHF \\.\pipe\ = (DACL) =z e
TCP locathost i w4 {E (T EseE) = ;ZS



LI-RAZEM SR HERE . md 2026-03-03
JREE: STDIO Pipe
i IER

1. R2M|E: STDIO Pipe BHBIABRIXXHEIRT (Linux) A (Windows) , RERFHIZER
Biniele AMEMHARTAER. HREUENSS. XMYIEEEMHLT Pipe Hijack B,

2 B AM—: Chromium &9 BEMKTETANEENE, Linux R
, fexec ), Windows B2 + . BIFBEHE
(AT ARRRR.

3. BERRE®: sgClaw 2 Browser ByME— Rust Fi##2, —% STDIO Pipe BIRIH/E £EWMIEEH Ko
FRESE PRI RIEENEES,

4. TEREBAK: NI pipe buffer (Linux BRIA 64 KB) BOIEBIEIRL 0.1 ms, T{ETF socket A%,
2.3 Why Rust
A4 sgClaw % Rust IE C++/Python/Node.js:

1. RERELT GC: 7£8GB 2AEMRHIT, CCEBEBSHNAEAHNEEAAIES, Rust WERAHRFAR
~5 MBIBE1TBYAT%E, T GC E8i,

2. B ABEIF: BIrTFAEHE Linux SEaIELES V10 SP1 (x86_64) 1 Windows 10/11,  Rust BY cross-
compilation TEE ( ) ) AT ERAE RN T AR S,

3. B NZHEETR: release #9749 8.8 MB (& LLM provider. memory. MCP client £ZFIhEE) ,
Windows £J 9 MB, FTLEZNIMEITAKH,

4. WBEIRIR: < 10 ms NSERGHIZAIEAKH pipe handshake, AR S & "B G/l L=,

5. ZeroClaw &7 ZeroClaw &5 REZ MK (rmcp. tokenizers Z) 1949 Rust 2, 1% Rust AT E
®EHR, £F FFlf%

3. R E 5 an A HA
3.1 MIRRREH

sgClaw #R N\ SuperRPA JI¥523RIBE B #HIZM A, EF Chrome EHIENFHIEEFT,

superrpa-chromium.sh (wrapper, PID 1001)
I watchdog (PID 1002, background, SF#P##E)
| L~ node local service (PID 1003, HTTP API)
B80T 127.0.0.1:9527
Xt EE/ TE

L 5x5Ess@Ed urTe B85

L. chrome (PID 1004, foreground, BFPXZREI#HE)

|
| ZHRF&E Side Panel Rih [J/3Eh] XA :

/
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SgClawProcessHost::Start () #KiEM

(- sgclaw (PID 1005, child of chrome)

- stdin « chrome stdout (EUFH<LIL/ EH)
|— stdout - chrome stdin (&iZmESIEXK)

- Agent Runtime (ReAct loop)
I— LM Provider (MZEHO)
L Memory (SQLite X 1/0)

R

« sgclaw 2 chrome FWEIETFH#HE, & chrome BY UID/GID 1R

+ STDIO Pipe X448 IR FF1E / B ek, TEHIMESE
o ¥ chrome #HIZBHES, sgclaw £UkZE) SIGPIPE/EOF, BTIEH

« watchdog # local_service 5 sqclaw TEIFEE, TLIHir

3.2 Een AR

i

Side Panel UI: [/B#f] #%%# |

|
| FPaE
v

SgClawProcessHost::Start () |

1. Check: sgclaw _#HITFTE? |
- ANEFE: IRE, &L |

2. Check: —RAREEXMEIT? |
- BiBfT: HEEERE |

o [ ETT]

3. Bl pipe pair (RF+5im

~

4. base::LaunchProcess ( |
"sgclaw", pipe opts) |

5. Bah PipeReader async loop |

6. &iX handshake: |
{"type":"init","version":"l.O"}|

7. FfF sgClaw ack (#HBYF 5s) |
~ H8Rf: Kill + IREE |

8. Notify UI: Running |
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Running (IE®Ii&1T) |

+ PipeReader FHENENTIMN |

+ Agent Runtime ESZRHFPES |
YR pipe &1 Browser |

|
AP =E Dbk sgClaw

[{RLE] IEEIRH FHEBER

| | |

v v v
| 1T 1T |
| Stop () | |Shutdown()| | OnProcessCrash () |
| | || |
| &i% || % || 1. iEREEAS |
| shutdown | | SIGTERM | | 2. USE&E stderr |
| &% | | + &% | | 3. @M v BRE |
| FFRHE | | 2s 8BF | | 4. XM pipe |
| xi1ll | | sterILL | | |
|

I |1 l | | xxx ANEER ***l
| | : ! '

v v v

Stopped (BfFLk) |

« Pipe BXH |
FiZERE |

- UI B [Bih &H |

- AFEBXAEREM |

XK. HRAEMER

Y sgclaw #HZEERAY (Y0 panic. OOM. FZRUEG) , RAREREHER. AAVAERRE [F5h) &
ZHeBREE. EHh:

+ FALERER prompt injection SEBITPRARFTEREIF
- BESRERSTHRFRER (RWEFEHFRERA. BTHETH)
o« AP PRMINEIERA, MiFFRMERITIRE

3.3 NETE (8 GB 495R)

BAREREIFR T 8 GB NFFRVIR AR TFiL, LU FERRAHNAEFSIE:

I
Bt | AESA | &iF |

[

|

| : | |
| 0s + Desktop (fR/FIEEEE v10) | ~2.0 cB | BEFAHE |

| Browser Process (Fi##%) | ~0.2 GB | 2B |
| Foreground Tabs (1-3 tabs) | ~0.3-0.9 cB| AFIIE |
| Side Panel (Agent UI) | ~0.05 GB | Vue spa |

/
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| Zombie Page Pool (max 5) | ~0.15-0.25 GB| BEasiE |

| local service (Node.js) | ~0.1 GB | BB |

| sgClaw (Rust binary) | ~0.005 GB | 5 MB |

| LLM context cache (MiERAE) | ~0.05 GB | REEE |

| SQLite + vector memory | ~0.02 GB | WMERE |

| | | |

| I I ]

| **Total+* | **~3.0-3.6 GB** | |
| **Headroom** | **~4.4-5.0 GB** | >50% |
|

sgClaw B9 ~5 MB RE SN N ETIER 0.06%, WRLK/LFESHiIB, EMEEREZISET G MHIEFE +54
zombie page + LLM K3HiE) , SREERBREN 4 GB, REBIY 50% NREMHIRERENRALKEREE
Mo

4, BLLEN
4.1 = BRYNARHIEREY

sgClaw IR 2R AYRFGE (Defense in Depth) HH&, MAFIMSE=ERIMNZLRE, EFE—FEK
AT, EREEAMMAELER T,

Layer 3: XE28AE (C++ Browser Process) |

Rla—iEM% — NMSEIESB—tNEA |

— MAC 3Bl . |

HEEE: X rules.json FEREMELIFHIURSE | |
| - KA click/type BIRFEIEES | |

| < Action HEBHE: pipe REGLERTLEFE | |
| — eval, executeJsInPage HFEMIRFEEILET pipe HH | |

| « FIEPRE: credential store FIBXAREHL pipe RE | |
| ~ BRIZEFH sessionManager AEBTTAL | |

| - EEMRG]: BEEUERZ v RIBNURE (TRE, Bk 10) | |
| - BREEEGRE 0 B | |
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Layer 2: Rust AR#X[E (sgClaw Agent)
DR — ANMEE L 4

— IJ

SRYEDE

JSON Schema EH&#%IE: LIM HHMUWIFEIEXMNGSER
- FEEFER. RREIR, RAVESEIOMIES

AN

BIFEEERS: LLM A% eval / executedsInPage EFHFE
— BrowserPipeTool B action WEHHANE S XLEIRE

Human-in-the-loop: BYRURIERBERIA
- sessionLogin / sessionLogout / Kit=#E{F

F3S + HMAC: 85% pipe HEETEE sequence id

- BrEERERMNEN

I5HT2E (Circuit Breaker): ELHELM N RBEIELE Agent
— BIABME 10 X, IBEURESA]

2026-03-03

Layer 1: BIEfE#HI/EZ (STDIO Pipe)
YERRE — EREEARS AR HE=T740

— Z2EE

STDIO Pipe: #IE2FAE fd/HANDLE , TiE#IMERIHTZIER
- REIXHZRGE, THERO. FREBHMUE

Handshake R3: BEIREMRAETF
— RRZAANILEC N SZENBRFF

B8 sequence_id: FTEHEMTE2EEEFIIS
- MR ELFEE S BN E F T

IR : JSON Line 18T, BJHEHZEAK 1 MB
-~ BXEEEEER | BIlLA#EF Dos
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4.2 BEMENFRE

Layer 1 — EiEFHE

TENIGITBIRZEHR sgClaw 5 Browser Z [E|RVB{E@EEMNYIEEEARRAIRE=FHEATEN.
hiliFOE

o FHNESHEZHERNIRR IPCEE
« REBAKE CHREX. FAEH<S
- HEER (REIGESTFIIEERLIX)

SCIRAH -

« STDIO Pipe ERRERAGAZNER EE, XHHERFNER FHZ B4R, E
tAAARAR (BURT procfs HEEED, SRABBIARS)

- BEPEYEY handshake JHEBESHINMRAES, Bk #FIMRARLE SBBRITHEIR

. BRHEHEN B, BFWARIDESE, WNZIBSsES ILRETF pipe

Layer 2 — Rust iR

AENZOMRIZE LLM BEBAFRIE. TiE2 promptinjection &2 hallucination, LLM BIRE4E R AE(EIAE
. EARBEHEE. sgClaw HAIMER TS &1F Browser Z B T &K,

aliPOE

o Promptinjection: EEMITARH LLM REG, ESHEMMGRIRE
 Hallucination: LLM &EREAIFIER action AR IRIRAISEK
o TRRTEIF: LLM BB retry SLTEIR, F4EHFEARR

SCENALHY

. EX T — MM action & (enum) , LLM REEERTIE XML IR(E
o & action FBE XA JSON Schema, SRR, TH. HETIIETHRYE

o Critic 3RTE Agent §% observe BiFMEiaERE, FEMNALLL

o Circuit Breaker TE&4: 10 RIRERW G EoELE Agent loop, FAPFoIRE

o BURRIE CONEBR. #EMFRE) 8B Side Panel Ul B EEKRBAFHIA

Layer 3 — XK BAZE

FERLEMNREME. BME sgClaw B Rust B#seesed (FE L/LFARAJEE) , Browser BY C++ U3
MERIRIHIT MAC 12 E,

Pt &R -

o B3R Layer 2 M@ (Ri& sgClaw 5 1TH)
o KRR EHIRE (sqClaw IXEIRERTER R B PAIML)
o EFHE ((EEXEET pipe IZEVFHEZRIDAVIR1E)

/
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SRIANE -
. HREABERERE, JIHAF Agent IRIERUIHE (W0 )
o &% pipe 8% EX Browser f5, &KL EES5HFITIEmAYERRE B —3
. (Linux Keyring / Windows Credential Manager) B9 API 7£ pipe handler # ;&8

FRIRE S —FFEIE R AER SessionManager 7 Browser N8 {E A
o EE[RHIZEIEILF sgClaw BY Circuit Breaker, BMERZBEWEZEA, Browser MIBYPRR{IIAERL

5. BUAMEERLS TR e
5.1 BUBDSIZEE

gL
# BRI E15% Al = FPUEREE
11 Pive Hifack NI EHE T SE2EHIN  Layer  STDIO #i2FAH; fd REIXHFR
pe STDIO Pipe IR R(E 1 4t; procfs R

- LLM Prompt EETERAEN BITHRIEMN  Layer  JSON Schema #%5%; Action #%$

Injection LLM prompt 1R 2 HEER; ik eval

Skill Layer  Skill ERKEE; YHEHRIT;, MAC
T3 FENEE Skill B = |

Poisoning ENER skill Bz RAKET] 2+3  IEHERE

Credential BT pipe BEUAN . Layer  credential_store AP| RE&F&E4A
T4 e TPt EE . .

Leakage TEENERDD 3 pipe; EIENAEEER

Repl SHIT L id BILIRLE + HMAC &
Tc eplay SA S EER iEEﬂ#Lf‘.r'SﬂZ ayer  sequence id BIERLG +

Attack RIRME 2 £

LLM ERRERASHZE CPU/NTE/ Layer  Circuit Breaker (H{& 10); 8%UE

T6  Retry St

5.2 ZEBMFEHD
T1: Pipe Hijack (E&xb¥s)
WEHKER: A—avss ERNEREESRIHIEE/E N sgClaw 5 Browser Zj8]#Y STDIO Pipe,

73ffr: STDIO Pipe 2 TRFRAKEREELI, REXHALKRI, REMLZKEH, KEEFTERIMBRHE

B9 fd (Linux) 2 HANDLE (Windows) , XTEINELZL2EE T FE root (PRI AES7. FRIAUBHMEE V10
FINBH , JERHIZTCIE ptraces

AN root AP EILUAIEMEIHIZR fdo BERIEHEF, root WA AELIE,
T2: LLM Prompt Injection (&REN)

WHRE: BRIARNEENIAEESHEOMENXAS, & sgClaw RENIERNBH AKX LLM BY, X7
LM IRERIES, B3 Agent HLITIETHAIR (%,

St X2 Al Agent HIRHRE M. sgClaw RBATEHAKET LLM ZFRHUENGEST (RE2AREED)
METE Rust R THEEREDPRE .
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o LLM REERIHFRE X BY action WEME, EMANTEMREEFRVIRIFREREL

. RfERBY . REKER, MIRZAS EARATEER LLM ik
. FERER LLM BAHAEBRBRE®E, Browser MIRIGEFMEZ EEH LA

T3: Skill Poisoning (F:REHRE)
WHRR: WEHEEBRFTE JavaScript Skill ;ENE Skill Repository #, 2 sgClaw HN&EiZ Skill B ITEE R,
S Skill XXHFEMEFIEE AT IR

1. BRI 81 skill XM HHEEERGERNEFER
2. bFEAT: Skill FUEBTERZIRAY JavaScript WWFEHRIEIT, TEARIXHE RIS
3. MAC Rl BDME Skill £ T E=8r<, Browser MIANIE A E B PELERENIRE

T4: Credential Leakage (SEiEttR)

WHER: B pipe KXl <, Z=id152EY Browser PIFENERER,

pakiim fEA Linux Keyring ($R7ABHME%) =X Windows Credential Manager &Nz
iFo H C++ APIRIE NERER, &8 CommandRouter action S8

IR, pipe handler FIIBER IR SE2 R EIEIRENEIEAZEE,
T5: Replay Attack (EHH)
WERR: EE (RIZERMW Layer 1) REIAEM pipe 559 FY, HEEK.

D BREEETEIEN METHZZHN HMAC, EWRAEIFELIENREX
sequence_id, LT/ NFHEFTZERHEE. HMAC ZHEER sgclaw BEIETEE handshake Bh&
&, EREIRHSH HMAC o

T6: Retry Storm (EiXXR)
WHER: LLM A hallucination 5% prompt injection BANTIRIEIF, HEELMHESHER,
D7 sgClaw REFEKFHIF:

1. Agent Runtime &: BXESZSHATHES (FAHA50F) , BHEIZLE
2. Circuit Breaker: &£ 10 IRIERM/E, UTERESFTH, (ZLLFRE pipe B1E, FERFFIME. 2
HRIB) R AATE#GR®E (15 — 25 — 45 — ... — 30s max)

6. IBISZH
6.1 Pipe X BELS

sgClaw 5 Browser Zjalf$F8 JSON Line 3 Ri@1d STDIO Pipe i@z, B HELH—1T (WL - £&R) , BHEE
BA 1 MB.

HB I

sgClaw — Browser:
|- command  (ERMITHIKFIRIE)
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L ack (FIAURRIEF)

Browser - sgClaw:
- response (MESHWITER)
- event (ENEERITIEEH)
L- init ack (handshake M)

Request #&x, (sgClaw — Browser) :

"seg": 1,

"type": "command",

"action": "click",

"params": {
"selector": "#submit-btn",
"wait after":

by

"security": {
"expected domain": "oa.example.com",
"hmac": "a3f8c2..."
}
}
FELEA:

. RIEEY S, 2FE—, AFIUAS response FFHERK

. SHEZE, RTRIEIER

. RERR, BAERFTIRA

. (BRIESE, 8 action BIHIIHY JSON Schema

. (HAEEMB4RE &, Browser KL
. HEREMEH

Response }&T (Browser — sgClaw) :

"seg": 1,
"type": "response",
"success": p
"data": {
"clicked": 0
"element text": "IEIR"

by

"aom snapshot": [

{"role": "button", "name": "12Z", "bounds": [ , o g 1}
]I
"timing": |

"queue ms": 2,

"exec ms":



LI-RARMSRLEREE.md 2026-03-03

FERIHER:
.  SIERMNFYS
. RERTRIN
. REEREIE, A action MRF
. 121ESRY AOM (Accessibility Object Model) 1REZ, fit Agent B9 observe ME&fEF,
IEATTEmEHATRE
. (MREHEHER

Event 38X (Browser — sgClaw, FEbHEX) :

"type": "event",
"event": "page navigated",
"data": {
"url": "https://oa.example.com/approval/list",
"title": "EHtIITR - oARSA",
"domain": "oa.example.com"
bo
"timestamp":
}
EZLGOE JiEs T
. : UESMFER
. : D1 DOMContentLoaded
. N2 NHEEE Y, (alert/confirm/prompt)
. : SessionManager M E&iE3 HA
. : Zombie page #¥ATLTERR

6.2 5 CommandRouter By}

sgClaw MBS RZCN SuperRPA BEBH) CommandRouter, XE2—ME—MaS 0 ks, i 40+ s
FRIE, sgClaw FEAMEMISI SRR, 5BHM JS SDK H1TEE.

sgClaw Pipe B8 (i) :

sgClaw (Rust)

| JSON Line over STDIO Pipe

v

SgClawProcessHost (C++, Browser Process)

v
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Pipelistener (async read, parse JSON)

— MAC Whitelist Check |

- action in allowed pipe actions?

|

|

| | - No: reject with error response

| |

| |—— expected domain matches current page?
| | — No: reject with domain mismatch error
| |

| L rate limit not exceeded?

|

|

v

— Exceeded: reject with rate limit error

CommandRouter (Existing, 40+ actions) <+

v v v v
CdpCommand ZombiePage Session RpaGlobal
Executor Manager Manager Storage

v

Page DOM Operations (click, type, getText, etc.)

B8 JSSDK B (RE)

DIEA JavaScript
CDP binding (chrome.runtime.sendMessage)
v

CdpBridgeManager (C++, Renderer — Browser IPC)

v
CommandRouter (Same instance!) €4— [@—* CommandRouter

v v v v
CdpCommand ZombiePage Session RpaGlobal
Executor Manager Manager Storage

MERIFZCEBFHE—1 CommandRouter £, sgClaw B2 T —MNepSHE, AL CommandRouter
HEMIAEEE. X3RET:

« JSSDK #&12: J& MAC whitelist check (TiE JS Bl CSP 0 rules.json PRf!)
+ Pipe B§12: &0 MAC whitelist check (EX sgClaw N AIMNER#HEIZE, FTEAIMRLE)

6.3 Pipe 7AIFRY Action F&
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2026-03-03

HIAEFFE CommandRouter Z#FAY 40+ 4 action EAFIEE pipe . HTFLZE2EFE, pipe KIEMNGHLHIRE

HIEUTREFER:

fIFET Pipe HE (CEBWHIA)

Action R = P

click REGTTE 2 expected_domain ITEZ
type BAXZA 2 expected_domain ILEZ
navigate SinEl URL URL AMTEIHB EA
getText RENTTERE XA QisRE, &2

getHtml FREXTTZ HTML RetE, X2
waitForSelector — FRpTEREM QRRE, &2
pageScreenshot EEE 1R[E] base64, FAF Agent observe
storageSet 5 RpaGlobalStorage  key BiIZEPREI sgclaw.*
storageGet 3% RpaGlobalStorage  key FiZZFRHIH sgclaw.*
zombieSpawn 8] zombie page ZAARNBRH] (max 5)
zombieKill £4%% zombie page HEEHERE 2 IR zombie
select THINERRE = expected_domain ILEZ
scrollTo RO TUE 2 expected_domain ILEZ
getAomSnapshot  FXEY AOM IRER IEEE, 1#Zil observe BES]

B 8T Pipe B (FEL4RESIEL)

Action 137 BIFRA

eval WITEER JS EfigltE, AsE—tIRERE
executeJsinPage ETERIT IS Z[ETF eval, promptinjection O EE
registerJsFunction JEAR JS [E13A AEANFA RS

setRequestinterceptor  ZEMLRIER A5 EUERAHY token/cookie
exportCookies SHFrA cookie AIGENSIEEIF

SEAFPRIALEREE (Human-in-the-loop) :

Action R HIAREA

sessionLogin PITERAE SXEILER, SAFPHE
sessionLogout EBHHEIE B gEFRTA P IETE# TR TIE
clearStorage BTENE Ao IEIRE
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7. BB R

7.1 STDIO Pipe B5FF &I}

STDIO Pipe HIESE & LK # Chromium BB WRE, sgClaw FIPALEERE F
SRENEENE,.
Linux SCHLEE{R:

Browser Process (C++) sgClaw (Rust)

1. pipe(fds) - fds[0] (i), fds[1] (5)

2. pipe(fds2) - fds2[0] (i&), fds2[1] (5)

3. fork()

4. FiEiz:

dup2 (fds[0], STDIN FILENO)
dup2 (fds2[1], STDOUT FILENO)

exec ("sgclaw") -, main ()
5. RHFE: std::io::stdin() - 1ZB\&m%S
write (fds[1], ...) - std::io::stdout () — S[EIAWN

read (fds2[0], ...)

A

BufReader + BufWriter

Chromium BY HET A + + e, E
BRE fd BREY,

Windows IR R :

Browser Process (C++) sgClaw (Rust)
1. CreatePipe (&hReadl, &hWritel, ...)
2. CreatePipe (&hRead2, &hWrite2, ...)
3. SetHandleInformation (hReadl, INHERIT)
4. SetHandleInformation (hWrite2, INHERIT)
5. CreateProcess ("sgclaw.exe",
STARTUPINFO
hStdInput = hReadl, main ()
hStdOutput = hWrite2 std::io::stdin() - ReadFile
}) std::io::stdout () -
WriteFile
6. WriteFile (hWritel, ...) ——8
ReadFile (hRead2, ...) <
Chromium #9 £ Windows FERH + SR A ARk

7?(3 5 Linux El‘J fd 2%7?‘(%)\(_&0
Rust fll&E—HH:

Tit Linux iF 2 Windows, sgclaw fY Rust X352 —3:
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// sgclaw WELEEXDES

let
let

for

reader = BufReader::new(std::io::stdin());
writer = BufWriter::new(std::io0::stdout());

line in reader.lines() {
let msg: PipeMessage = serde json::from str(&line?)?;
let response = handle message (msg) .await?;
(writer, "{}", serde json::to string(&response)?)?;
writer.flush () ?;

7.2 Bin¥FAE

&

BIERS CPUZEH K& 94

Primary

SROATEEME V10 SP1 x86_64 BirZEIFIR BEtEFRTEFERTA

Secondary Windows 10/11  x86_64 FF& +EBHEE  FHABNBEFER + BHLEF

Future

fRAIBHEE VIO SP1  aarch64  #I%IHR EF* ARM ARZ5 88/ %

SRSATERE V10 SP1 RERERE:

EF Ubuntu Rt%, BEHIT R (SELinux/AppArmor Z{&)
FAECEPRFIESHAZ fd I518], BFITF Pipe Hijack BAfH

. , JERFIETE ptrace, BT EM

glibc FRASEHINFES (BE >=2.31) , Rust mus| EHSEEIZ R E

7.3 sgClaw Zi#&ln %

sgClaw 4miF¥ 0 8 —FEHEERY Rust Z#Hl, FTIMPEITEHK

sgclaw _i#HIF=4)

I— Linux: sgclaw (~8.8 MB, musl E??S'{Jﬁ%, strip)

| target: x86 64-unknown-linux-musl

| 7 glibc K, IR EREGIT

|

- Windows: sgclaw.exe (~9.0 MB, MSVC &, strip)
target: x86 64-pc-windows-msvc

TEYN DLL ik

W<

# Linux (musl FESEEE , RIRIEELBIRES)
cargo build --release --target x86 64-unknown-linux-musl
strip target/x86 64-unknown-linux-musl/release/sgclaw

2026-03-03
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# Windows (R XZmiF)

cargo build --release --target x86 64-pc-windows-msvc
HEAX: B / METE SuperRPA XN LEBRT:

superrpa-browser/

- chrome (N ERERF)

- superrpa-chromium.sh (BEIRZS)

I— sgclaw (AI Agent, ¥if)
(

|— sgclaw-skills/ REEER, M)

oca—-approval.js
| Pp 3
| ...

L resources/

L rules.json JZHBE, BEB)

8. 5 SuperRPA EEFRFANXR
8.1 SRS AY

sgClaw BYZ gt RN 2 —
HI7E RIEAKT,

NRIRH B EEMIEH, g ER

SuperRPA Browser BBFHRA |
EHFRIBALZ , FEN |

[ 1 [ 1 [ | |
| Command | | CdpBridge | | ZombiePage | |
| Router | | Manager | | Manager | |
| (40+ acts) | | (IS SDK) | | (5 pools) | |
L : | | | | | |
| |
[ I 1 [ 1 [ ] |
| CdpCommand | | Session | | RpaGlobal | |
| Executor | | Manager | | Storage | |
| | | GRS | | (RV store) | |
L | | | | | |
|
I I I 1 [ I |
| credential | | rules.json | | BrowserAction| |
| store | | (RLARE) | | aPI | |
| (Keyring) | | | | (s BE) | |
| | |

sgClaw FrigsAME |

(~500 lines C++ in Browser + Rust binary) |
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| | |
| | SgClawProcessHost (C++, ~200-300 lines) | |
| | b #HEESEUEE (start / Stop / OnCrash) | |
| | I— PipelListener (~150 lines, async read loop) | |
| | + MAC whitelist Check (~100 lines) | |
| | L FunctionsUI handlers for start/stop (~50 lines) | |
| ' |
| |
| | |
| | Side Panel UI Controls (Vue, ~100 lines) | |
| | + (B / (=lk) &= |
| | &R (Running / Stopped / Error) |
| | — ESEAE | |
| | & #MITHFE (streaming output) |
| ' |
| |
| | |
| | sgclaw Binary (Rust, based on ZeroClaw) | |
| | F Agent Runtime (ReAct loop) | |
| | I— BrowserPipeTool (custom Tool trait impl) | |
| | F SkilllLoader (JS business skills) | |
| | F L1M Provider (Claude / GPT / local) | |
| | |— Memory (SQLite + vector) | |
| |  MAC Policy (domain / action whitelist) | |
| | I— Critic + Circuit Breaker | |
| | L- MCP Client (rmcp) |
| ! ' |
| |
| |
8.2 ERFRSRIFHMINAA
=
Py
FRS ABaE sgClaw dfIE A 2
sgClaw i&3d pipe — Pipelistener
CommandRouter browser/rpa/command/ J PIpe = HIp - EN T
CommandRouter
CdpBridgeManager browser/rpa/cdp/ HMITIETT, JS SDK BREBRRZS R ENCR
sgClaw i&3id zombieSpawn/zombieKill
ZombiePageManager  browser/rpa/zombie/ g. pawn/ ENCER
action &8
SessionManager browser/rpa/session/ sgClaw BIfifi%& sessionLogin (EHaIA) ENCR
RpaGlobalStorage browser/rpa/storage/ sgClaw 181 storageSet/storageGet %5 ENCR
BrowserAction AP browser/rpa/action/ B8 JS SDK 4, 5 sgClaw JRiL &R
¥ SessionManager REBEA, sgClaw Tk
credential_store browser/rpa/cred/ J B e ’ ENET

31e]
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ERiE
FRY KR sgClaw HfTEF ;
sgClaw B9 MAC Policy tIRBItE ST 431713
rules.json resources/ E N W oy ERERLEXAFATI5L ENCR
R4
8.3 MEAIEERLE
At BE MiHTE e
SgClawProcessHost C++ ~200-300 browser/rpa/sgclaw/
PipeListener C++ ~150 browser/rpa/sgclaw/
MAC Whitelist Check (Pipe) C++  ~100 browser/rpa/sgclaw/
FunctionsUl handlers C++ ~50 browser/rpa/functions_ui/
Side Panel Ul controls Vue  ~100 resources/side_panel/
Browser fll&it ~500-600
sgclaw binary Rust  ~3000-5000 JHIIBE sgclaw/
8.4 &ML

NERIHRERRIE: 2.
B{FIIE:

1. CommandRouter RZ: sgClaw F2HFE T — NS KIR (pipe) , CommandRouter Zs&H#Y dispatch
BE8. action AIERREL. FBIRIEYRENR.

2. JSSDK A% CdpBridgeManager 17 F SgClawProcessHost, F&EIEBI AR IPC IR EEE—
CommandRouter, JSSDK BIFAFPA==F1E] sgClaw BITETE,

3. RIEEEARE: SessionManager BPRZESH (login — active — expired — re-login) FTLFZ, sgClaw
D gE@IY CommandRouter fii& sessionLogin action (BAFMHIA) , TEIEZIR{E SessionManager A

ERTSo
4, TFHEBRE: sgClaw 3®3 RpaGlobalStorage B9 key #FR&I7E BHRTET, F25BE1JS

SDK 2R key /A5,

5. BRI sqclaw 2RI T#HE], FEEHE Chromium BYEMIEE. BME sqgclaw ¥@KM TR, K%
sNARIER TE—R 2 Side Panel B9 [B5f] &5 £3RF8"sgclaw binary not found",

XIEEER, X1 sgClaw L1 ZFHIRITEZ, |54EL2 GFARI) « 13 (EHHGE) WEUMEM R



